
































Pembentangan kepada Jabatan Perkhidmatan Awam

Program Pembangunan Kepakaran dan Perunding Kerajaan

(PRESTIJ): 

“Shaping the Future-Fit Public Services with Cybersecurity 

in AI Landscape”



Programme Overview

Shaping the Future-Fit Public Services with Cybersecurity in AI

Landscape programme, a collaboration between MMU and JPA, provides

government officers with essential exposure to Cybersecurity, and AI-

powered Digital Transformation for public services and deliveries.

 This programme includes one month of foundational training at

MMU, covering Cybersecurity, AI-driven governance, and emerging

technologies through expert sessions and case studies. It is followed

by a five months international exposure in China that include

industry attachment and engagement, mentoring sessions, and

interact with leading technology companies in China to gain global

best practices in digital innovation.

 Designed for civil servants from diverse backgrounds, the

programme enhances strategic understanding, policy integration, and

digital leadership in public service.



Programme Objective

Cybersecurity Proficiency
This programme equips participants with

critical cybersecurity skills, including risk

assessment, threat mitigation, and

incident response. They will develop

proficiency in network security,

cryptography, and threat intelligence,

enabling them to safeguard digital

infrastructure, detect vulnerabilities, and

implement effective defense strategies in

an evolving cybersecurity landscape.



Programme Objective

AI Powered Digital Transformation

This programme equips participants with

the skills, knowledge, and leadership

capabilities needed to drive AI digital

transformation in their organisations.

They will develop strategic thinking,

technological adaptability, and change

management skills, gaining insights into

emerging trends, best practices to lead

successful innovation and modernisation

efforts in the public sector.



Programme Objective

GenAI Expertise

This programme explores Generative AI (GenAI) for

enhancing public services while ensuring ethical,

transparent, and responsible use. Participants will

learn how AI can support decision-making, improve

efficiency, and engage citizens, balancing innovation

with accountability for trustworthy governance.

International Exposure

The industrial attachment component offers a unique

opportunity for participants to gain first-hand

experience in a dynamic environment abroad. By

immersing themselves in China technology landscapes,

participants can observe global best practices, foster

cross-cultural collaboration, and broaden their

professional networks.



Programme Structure

Month 1 – Cyberjaya

(26 May – 14 June 2025)

 Workshops, lectures, and hands-on

exercises led by industry experts and

academic professionals

 Practical simulations and case studies to

reinforce learning and problem-solving

skills

 Collaboration opportunities with peers to

encourage knowledge sharing and

teamwork

 Mandarin Language and Culture

Months 2-6 - China 

(15 June – 28 November 2025) –

MMU Strategic Partners

 Placement within renowned tech companies or

research institutions in China, tailored to

participants' interests and department’s

aspirations

 Exposure to Cybersecurity, AI-Driven Digital

Modernisation, and GenAI technology, mentor

by experienced professionals

 Cultural immersion and networking

opportunities to foster global perspectives and

cross-cultural understanding



Proposed Pogramme Structure

AUG OCT DECJULY SEP NOVFEB APR JUNEJAN MAR MAY

Kick off at MMU

26 May – 14 June

Onboarding

15 - 30 June 

Shanghai 

WMC 2025

Presentation 

Negotiation

Prepare Proposal

Project Presentation 

& Closing Ceremony

1 - 3 Dec

Industry 

Attachment 

Capstone Project

Hangzhou

30 June – 25 July

Cross Cultural 

Industry Engagement

Beijing

14 Nov - 28 Nov

Return to Malaysia 

29 Nov

Study/

Info gathering
Award

Proposed Companies/Institutions: 

AliBaba/UBTech/SenseTime/Honor/LES

Tencent/Beifang/Techphant/HollySys/OLYM

Baidu/HiK Vision/Dahua/China Telecom/ZTE

AI University/Tsinghua University

Local Council – Golou Municiple, etc

Industry Attachment 

+ Engagement

Shenzhen

25 July – 29 Aug

Industry 

Attachment + 

Engagement

Nanjing

10 Oct – 14 Nov

Industry 

Attachment 

Capstone Project

Xian

12 Sept – 26 Sept

Cross Cultural 

Industry 

Engagement

Guangzhou

29 Aug – 12 Sept

190 days – 23 days (MMU) + 

154 days (China)

13 days Study Break

Study Break: 

27 Sept – 9 Oct



Proposed Training Topics – MMU 

Category Topic

Competency
Pre-training Assessment (Evaluating Knowledge 

Gap)

Innovation 

Odyssey -

Navigating with 

Design Thinking 

/ TRIZ

Day 1 (26 May) : Introduction to Design

Thinking/TRIZ

Day 2 : Applying Design Thinking/TRIZ in 

Government Services

Digital 

Revolution -

Navigating the 

Future of 

Government

Day 3 : Introduction to Digital Transformation

Day 4 : Leading Digital Transformation in 

Government Sector

Day 5 (30-May) : Digital Strategy Development

Day 6 (2-June) : Change Management in Digital  

Transformation

AI Odyssey -

Charting a 

Course for 

Government 

Innovation

Day 7 : Introduction to AI

Day 8 : AI Applications in Government Services

Day 9 : Ethics and Responsible AI

Day 10 (6-June) : AI Implementation Strategies

Category Topic

Guardians of the 

Digital Realm -

Securing 

Government in the 

Cyber Age

Day 11 (9-June) : 

i) Understanding Cybersecurity Threats

ii) Cybersecurity Policies and Compliance

Day 12 (10-June) : 

i) Incident Response and Management

ii) Data Protection and Privacy

Mandarin Voyage -

Setting Sail into 

Language and 

Culture

Day 13 (11-June) : 

i) Introduction to Mandarin Language and 

Culture

ii) Basic Mandarin Vocabulary and Phrases

Final Presentation
Day 14-15 (12-13-June) : 

Workshop : 

Problem-Solving and Prototyping

Final Individual Project Presentation : 1 – 3 December 2025



Proposed Training Topics in China – MMU, ZTE & 

Strategic Partners 
Category Topic

DICT Industry 

Trends

Global Telecom Market Trends

2025 China Telecom Trends to Watch

2025 Telecom Digital Transformation Outlook

5G Monetisation Practice & Exploration

Insights of Mobile World Congress 2025 and Cutting-edge

technologies

Autonomous Networks Empowering Digital 

Transformation

Cybersecurity

Cybersecurity 

Introduction to Common FW Security Technologies

IPS Operating Principle and Intrusion Prevention   

Technology

DDoS Attack and Defense Principle

Technologies and Solutions for Vulnerability  

Scanning

Bearer Network Security Technology and Solution  

Deployment

RAN Security Solution

Cloud Infrastructure Security Solution Introduction

Core Network Security Solution Introduction

Basic Concepts and Main Structure of 27000 Information Security

Category Topic

AI 

Technologies
VMAX-S Application (Big Data)

Industry Best 

Practices

Strategic Sustainability

5G Accelerates Industrial Digitalisation

Digital Transformation

Project-based Value Delivery System

Value contributor-based Global Human  

Resource  

Management (HRM) system

Compliance Creates Value

Financial Management 

Supply Chain Management

Project 

Management
Project Management and Case Study



Proposed Industry Attachment

Industry Attachment Focus Area Duration (days) Location

Alibaba GenAI for Smart Government 10 Hangzhou

Techphant/LES/Sensetime/

UBTech

Smart City/Elderly 

Care/Intelligent Robotics

10 Shenzhen

ZTE Digital Transformation  5 Xian

XiDian Smart Farming IOT 5 Xian

ZTE Cybersecurity 20 Nanjing



Proposed Industry Engagement

Programme Company/Institution Location

Site Study at 

Renowned Tech. 

Companies

Alibaba, HiK Vision, Dahua Hangzhou

UBTech, Sensetime, Tencent, Honor, OLYM, 

Techphant
Shenzhen

Baidu, HollySys, Beifang, China Telecom Beijing

西安云行科技- Smart agriculture Xian

AI & Cybersecurity 

University

Xidian Xian

Tsinghua University Beijing

Cross Cultural & Site 

Visits
Beijing/Shanghai/Shenzen/Xi An

Beijing/Shanghai/

Shenzen/Xi An

Local Council Shanghai/Nanjing/Guangzhou/Xi An
Shanghai/Nanjing/

Guangzhou/Xi An



Expected Outcome

 Advanced Digital Competencies

○ Participants gain in-depth expertise in Cybersecurity, AI Powered Digital

Transformation and Generative AI implementation, positioning them as valuable

assets within their respective government offices, being able to make decisions on

new policies within their respective departments

 Leadership and Professional Growth

○ Exposure to global best practices and strategic collaborations enhances participants'

leadership capabilities, preparing them for high-impact roles in governance.

 Expanded Professional Network

○ Engagement with industry leaders, researchers, and peers cultivates a robust

professional network, facilitating knowledge exchange and future collaborations
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1) NAMA :

2) NO. KAD PENGENALAN : 3) UMUR : TAHUN Jenis Hukuman :

4) TARIKH PENCEN : - - 5) UMUR PENCEN : TAHUN

6) Tarikh kuatkuasa : -

7) TARIKH SAH PERKHIDMATAN SEMASA : - -

8) GRED SEMASA : Tidak

9) KEMENTERIAN / JABATAN :

Tarikh :

10) BAHAGIAN :

11) NO. TELEFON BIMBIT :

12) ALAMAT EMEL :

13) KELAYAKAN AKADEMIK TERTINGGI : SARJANA MUDA TAHUN GRADUAT : Tidak

SARJANA TAHUN GRADUAT :

PH.D TAHUN GRADUAT : Tarikh :

14)

YA (sekiranya ya, sila nyatakan jenis penyakit yang dihidapi) TIDAK

SAYA PERNAH MENERIMA APA-APA PENAJAAN DARIPADA JPA (i.e HLP, HLPSB dll) @ APA-APA KEMUDAHAN

CUTI BELAJAR (i.e CBBPTB, CBBPHLL dll) UNTUK MENGIKUTI PENGAJIAN / KURSUS BERIKUT: Tahun 2022 : . %

SARJANA TAMAT JAYA : TIDAK Tahun 2023 : . %

TARIKH : Tahun 2024 : . %

PH.D TAMAT JAYA : TIDAK . %

TARIKH :

LAIN-LAIN (Sila nyatakan) :

TAMAT JAYA : TIDAK

TARIKH :

16) SAYA PERNAH DIKENAKAN TINDAKAN TUNTUTAN GANTI RUGI KERANA MELANGGAR SYARAT DAN TERMA

PERJANJIAN PENAJAAN JPA.

YA (sekiranya ya, adakah telah selesai membayar tuntutan ganti rugi) TIDAK

TELAH SELESAI BAYAR

BELUM SELESAI BAYAR

15)

Saya mengesahkan bahawa semua maklumat dan kenyataan yang diberikan / dinyatakan dalam ruangan A) 1) - 13) di atas 

adalah benar dan sah. Saya juga memahami bahawa sekiranya terdapat maklumat palsu dan tidak benar, maka urusan ini 

akan terbatal dan saya boleh dikenakan tindakan oleh pihak JPA.

Saya telah menyemak buku 

perkhidmatan / rekod HRMIS pegawai 

bernama seperti tertera ruangan A) 1) 

dan mengesahkan bahawa semua 

maklumat dan kenyataan yang 

diberikan / dinyatakan di ruangan B) - 

E) di atas berkaitan beliau adalah benar 

dan sah. 

C)
PENGISYTIHARAN HARTA

(sila tandakan √) 

(sila nyatakan tarikh 

terakhir isytihar harta)

D)

REKOD CUTI TANPA GAJI (CTG) 

ATAU CUTI SEPARUH GAJI (CSG)

(sila tandakan √)

(sila nyatakan tarikh 

terakhir cuti diluluskan)

E)

LAPORAN NILIAN PRESTASI 

TAHUNAN (LNPT)

(sila lengkapkan markah yang telah 

diperakukan oleh PPSM)

Purata :

SKIM PERKHIDMATAN SEMASA :

LAMPIRAN B1

MAKLUMAT PEGAWAI

(sila lengkapkan semua maklumat dan tandakan √ di mana yang berkaitan)

kegagalan melengkapkan mana-mana maklumat boleh menyebabkan permohonan tidak dipertimbangkan

A)

RINGKASAN MAKLUMAT PEMOHON BAGI PROGRAM PEMBANGUNAN KEPAKARAN DAN PERUNDING KERAJAAN (PRESTIJ) 

TINDAKAN / TUDUHAN TATATERTIB 

ATAU MAHKAMAH

(sila tandakan √)

B)

UNTUK URUSAN BAHAGIAN / UNIT 

PENGURUSAN SUMBER MANUSIA

Tidak

YA

YA

YA

Ya

Ya

Ya

TAHUN 

TERIMA

TAHUN 

TERIMA

TAHUN 

TERIMA

(sila lengkapkan 

maklumat berikut :)

SAYA MENGIDAP PENYAKIT KRONIK ATAU APA-APA PENYAKIT LAIN



Nama :
Tarikh :
Cop Jawatan :

NAMA :

TARIKH :

COP JAWATAN :

(tandatangan pegawai)

Saya mengesahkan bahawa semua maklumat dan kenyataan yang diberikan / dinyatakan dalam ruangan A) 1) - 13) di atas 

adalah benar dan sah. Saya juga memahami bahawa sekiranya terdapat maklumat palsu dan tidak benar, maka urusan ini 

akan terbatal dan saya boleh dikenakan tindakan oleh pihak JPA.
(tandatangan SUB/Pengarah Bahagian 

Sumber Manusia)

#VALUE!.

.


